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CyberSecurity Environment

 32m Twitter Login Credentials Stolen from Users

 Yahoo says 500 million accounts stolen

 A Third of Organizations Experienced a Data Breach in The Past 12 

Months

 DynDNS DDOS attack – 10/21



CyberSecurity Environment

 More Than 5,000 People Exposed in Habitat For Humanity Data 
Breach 

 Duluth Phishing Attack May Have Exposed Voters’ Private Data

 Computer Virus Cripples UK Hospital System

 Health Data Hacking Incident Affects 29K at Texas Hospital

 City of El Paso Loses $3.3 Million in Phishing Scam

 Broward Health Data Breach Released Patient Information To Tax 
Fraud Ring

 Personal Information for Thousands of Colorado Vets May Have Been 
Compromised (unencrypted email)

 Yahoo Is Worried That Hackers Might Have Access To Your Accounts



Compliance!

 OCR – Desk Audits in 2016 – onsite in 2017

 BA’s included

 2012 audit

 2 out of 3 didn’t have a complete risk assessment

 Top findings (security)

 Contingency planning and backups

 Access management

 Audit controls and monitoring

 Media movement and destruction

 OCR guidance for 2016



What is keeping you up at night?



RansomWare



User Education

 https://www.youtube.com/watch?v=opRMrEfAIiI

 https://www.youtube.com/watch?v=e-ZcomTYc64

 https://www.youtube.com/watch?v=nPR131wMKEo&index=9&list=P

L631A9125B50EF9C4

https://www.youtube.com/watch?v=opRMrEfAIiI
https://www.youtube.com/watch?v=e-ZcomTYc64
https://www.youtube.com/watch?v=nPR131wMKEo&index=9&list=PL631A9125B50EF9C4


Monitoring

 Do you know what is going on in your network?



Security Investigations

 How do you respond to security concerns?

 How do your users raise concerns?



Technology Challenges


